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12.1 Information and Communication Technology Penetration Testing and 
Vulnerability Internal Audit Report   

1. H2 

The report presents the findings of the Information and Communication Technology 
Penetration and Vulnerability Testing internal audit and an Action Plan for implementation of 
recommendations. 

 

This is a regular or standard report. 

Director: Donna Barchiesi, Director People, Governance and Regulatory 
Services 

Report Author: Mike Gostlow, Internal Auditor 

Contact Number: 8384 0132 

Attachments: 1. Information and Communication Technology Security 
 Internal Audit Report Executive Summary and summary of 
 audit results (21 pages) 

2. Management response and action plan (9 pages) 

Mr Daniel Johns, Vectra Corporation, will be present to answer questions on this report. 

 

 

1. Recommendations 
1. That: 

a. Under the provisions of Section 90(2) of the Local Government Act 1999  
an order be made that the public be excluded from attendance at the 
meeting in order to consider in confidence this item. 

b. The Audit, Risk, Value and Efficiency Committee is satisfied that it is 
necessary that the public be excluded to enable the Audit, Risk, Value 
and Efficiency Committee to consider the report at the meeting on the 
following grounds: 

Section 90(3)(e) matters affecting the security of the council, 
members or employees of the council, or council property; or the 
safety of any person; 

The Audit, Risk, Value and Efficiency Committee is satisfied that it is 
reasonably foreseeable that public disclosure of the information 
disclosed in the report may result in vulnerabilities to the council’s 
information technology network affecting the security of council 
property and the safety of employees and members of the public. 

c. accordingly, on this basis the principle that meetings of the Audit, Risk, 
Value and Efficiency Committee should be conducted in a place open to 
the public has been outweighed by the need to keep the information or 
discussion confidential. 

2. That the Audit, Risk, Value and Efficiency Committee: 

1. Notes the findings of the Information and Communication Technology 
security internal audit and the actions to be undertaken by the 
Administration in response to the recommendations. 

2. Is provided with an update on the progress of implementation of actions 
through the quarterly internal audit actions update report. 
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3. That the matter of the Information and Communication Technology 
penetration testing and vulnerability internal audit report having been 
considered in confidence under Section 90(2) and (3)(e) of the Local 
Government Act 1999  an order be made under the provisions of Section 
91(7)and (9) of the Local Government Act 1999  that the Information and 
Communication Technology penetration testing and vulnerability internal 
audit report and the minutes relating to discussion of the subject matter be 
kept confidential until 31 December 2015. 

 

2. Background  

Computer viruses and unauthorised system access represent a significant threat to 
the computer systems and operations of the council.  The organisation’s risk 
register identifies the risk of systems being adversely impacted in such a manner as 
being of high inherent risk. 

A periodic and comprehensive security audit to review internal and external threats 
is one of a number of controls identified to help reduce the risk.  The last reviews of 
this nature were conducted in February 2008 and January 2011. 

In accordance with the 2013–2015 Information and Communication Technology 
(ICT) Internal Audit Plan a review of the security and vulnerability of council’s ICT 
resources was undertaken during the second half of 2013.  

 

3. Financial Implications 

Implementation of recommendations from the audit will require the allocation of 
financial resources.  Where this is not available in the 2013–14 budget the actions 
will be dependent on provisions made in the 2014–15 and future budgets.  

 

4. Risk and Opportunity 

 

Key risks Risk details and analysis 

Risk of ICT systems being 
adversely affected by 
external and internal 
security threats such as 
viruses and unauthorised 
access. 

If the audit was not undertaken or 
recommendations implemented, there is a risk 
that adequate controls will not be implemented or 
existing controls will not be effective. 

Security threats including the impact of viruses or 
unauthorised access have the potential to result 
in significant business impacts and socio-political 
consequences. 

Opportunity of more 
efficient and effective 
security arrangements 
related to ICT systems. 

Consideration and implementation of audit 
recommendations will realise opportunities for 
process improvement and efficiency, leading to 
better outcomes for the business and Council. 
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Key risks Risk details and analysis 

Opportunity to proactively 
manage risk and identify 
process weakness. 

The internal audit process provides an 
independent review of existing systems to 
understand weaknesses, provide advice to 
mitigate risk and provide assurance on the 
adequacy of controls. 

 

 

5. Discussion 

Audit scope 
The 2013–2015 ICT Internal Audit Plan provides for a review of the security and 
vulnerability of council’s ICT resources.  The audit was undertaken during the 
second half of 2013 by Mr Daniel Johns for Vectra Corporation, on behalf of the 
Internal Auditor.  Mr Johns will be in attendance at the meeting to discuss the 
review and findings. 

The review: 

 included internal and external penetration testing and vulnerability analysis 

 conducted a technical assessment of:  

 internet perimeter 

 VPN (virtual private network) configuration 

 firewall configuration 

 DMZ (‘demilitarised zone’) and internal server configurations 

 user password strength. 

 considered the nature and extent of potential or existing exposures that may 
compromise information managed in council’s ICT environment 

 assessed the security of council’s ‘social media’ facilities, Facebook, Twitter and 
You Tube 

 assessed security issues related to BYOD (bring your own device), ie use of 
personal mobile phones, laptops, PCs, etc to access the corporate platform 

 provides recommendations for corrective action to address the security 
vulnerabilities identified. 

A copy of the Executive Summary and summary of audit results from Vectra’s 
report are provided as Attachment 1.  

The report’s appendices include detailed descriptions of findings and screen shots 
illustrating these.  They have not been provided due to their technical nature and 
the volume of documentation included. Copies relating to specific findings will be 
provided to Members on request. 
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Audit approach 
1. External penetration testing 

Testing of the external security of council’s systems was conducted using a 
‘black box’ approach, ie from the perspective of an external attacker with no 
prior knowledge of the systems. It included: 

 automated scanning to detect simple vulnerabilities, including a ‘brute 
force’ attack on the firewall 

 manual ad-hoc testing and analysis to detect more complex vulnerabilities 

 structured testing using the Open Web Application Security Project 
(OWASP) penetration testing methodology. 
 

2. Internal security audit 

The internal review tested for vulnerabilities from the perspective of an internal 
attacker or an external attacker with internal knowledge. It included: 

 a review to determine the internal structure of the network and the servers 
and services accessible by users connected to the network  

 interviews with the Manager ICT and other ICT section staff 

 a physical site inspection. 

Access to the network was provided to the auditor through two user accounts 
that provided different levels of security. These were: 

 IT administrator, as provided to IT section staff and allowing a greater level 
of access to servers, services and files 

 Staff user account where access should be strictly limited. 

The relative security risk of findings from the review may be moderated 
depending on the account being used. 

 

3. Bring your own device (BYOD) 

The review of Council’s BYOD policy position was undertaken to understand the 
risks posed to the council through BYOD.  

The BYOD review was conducted through interviews with staff and a technical 
evaluation. It considered the use of council supplied devices and, where 
identified, employee owner devices. The review included: 

 a review of governance structures relating to BYOD 

 an evaluation of access control, system architecture and technical controls. 

 

4. Social media 

Council has a comprehensive Social Media framework that guides the use of 
Council’s You Tube, Facebook and Twitter accounts and includes staff use of 
their personal social media accounts. 

The social media assessment included: 

 a review of governance requirements related to the use of social media 

  8 Date Printed:  19 February 2014 



RELE
ASED

City of Onkaparinga  
Confidential Agenda for the Audit, Risk, Value & Efficiency Committee meeting to be held on 24 February 2014. 

 a review of the council’s social media accounts and those of a sample of 
staff 

 an evaluation of information available about the City of Onkaparinga on 
third party accounts. 

The report notes that Council’s Social Media Framework was one of the better 
examples available. 

 
Audit findings and recommendations 
A total of 30 findings have been reported and 76 recommendations made to 
address the identified risks. Recommendations mainly focus on strategic security 
practices to provide further depth to council’s IT systems security. 

The following table classifies the findings according to their relative importance. 

 VERY HIGH HIGH MODERATE LOW 
External testing     
• Findings Nil 4 1 2 

• Recommendations Nil 12 2 5 

Internal testing     
• Findings Nil 7 7 5 

• Recommendations Nil 16 11 6 

BYOD     
• Findings Nil Nil Nil 2 

• Recommendations Nil Nil Nil 5 

Social media     
• Findings Nil Nil Nil 2 

• Recommendations Nil Nil Nil 19 

 

Findings rated as ‘high’ relate to 

 website security 

 internal network architecture and design 

 internal network infrastructure and security, including passwords and 
password policy, closed circuit television (CCTV) and access to personal 
information. 

The findings and recommendations of the review are summarised in Section 4 of 
the Vectra report.  

It was noted that, while vulnerabilities related to firewall architecture and 
configuration were determined as part of the internal assessment, no access was 
gained to council servers as a result of the external firewall testing.  

 

Management response and action to date 
Management has prepared a response to the findings and recommendations of the 
review and prepared an action plan. This is provided in Attachment 2 to the report. 
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Immediate action was taken to resolve a number of findings as soon as they were 
reported by the Vectra consultant, including those related to: 

 accessibility of personal information, finding IV2 

 use of default passwords, findings IV3 re printers and IV7 re voicemail PINs 

 security of CCTV systems, finding IV4, previously reported to the 
Committee at its meeting on 23 September 2013 

 unauthorised devices connected to the network, finding IV12 

 access to council property – issuing of contractors passes, finding IV13. 

Proposed responses to the findings are targeted at: 

 improvements to website security through the development of a new 
website 

 stricter controls over access to systems and servers through an improved 
password policy 

 ensuring that software is up to date and regularly patched. 

 

Funding of actions 
A number of proposed actions are dependent on allocation of financial resources. 
These include: 

 development of a new council website, findings EV1 to EV6 

 wide area network (WAN) development, finding IV1 

 replacement of firewalls, finding IV8 

 installation of network switches, finding IV14. 

Council is currently assessing tenders for the latter three projects and funding is 
available in the 2013-14 financial year. However, funding is not currently available 
for the development of the website and will be subject to 2014-15 budget 
considerations.  

Internal audit has accepted the proposed actions on the basis that funding will be 
available. If it is not available or provision is not made in the 2014-15 budget and 
the actions cannot be implemented as planned, the Internal Auditor will seek to 
agree alternative actions with the Manager ICT. The Committee will be informed of 
any changes to planned actions through the quarterly Internal Audit Update. 

 

Monitoring of actions 
The audit recommendations and agreed actions will be included in the Internal Audit 
Actions Implementation Report. Progress on their implementation will be monitored 
by the Internal Auditor and reported to the Committee on a quarterly basis. 
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Attachment 1
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Attachment 2
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